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Below, I have included links to online resources related to the 
content of each slide, along with some salient quotations from 
Privacy Commissioners. If you have any follow-up questions, 
please don’t hesitate to send me an email at 
matt@edmondslegal.com. 

These materials are available for download at: 
www.edmondslegal.com/cpd 

 

Approach to privacy in legal practice
• All lawyers must understand and apply safeguarding 

methods

• Your IT specialist can’t cover you entirely

• The risks of a breach are increasing, but…

• The safeguards are easier to implement than you might think.

• Bonus: overt implementation bolsters client confidence.
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“In an age of rapid technological change, lawyers and judges must, in my opinion, be 
aware of the ways in which technology is profoundly altering our existence. A legal 
interpretation based on decidedly pre-Internet concepts will often be inadequate for 
resolving problems arising in our modern technological environment. New and creative 
ways will therefore have to be found to preserve the fundamental rights and freedoms 
that are the cornerstone of a democratic society.” 

– Jennifer Stoddart, Privacy Commissioner of Canada (July 9, 2012) 
https://www.priv.gc.ca/media/sp-d/2012/sp-d_20120709_02_e.asp 

What we’ll cover
• What threats should you look out for?

• What are your professional obligations?

• What safeguards must you implement?

• How to implement those safeguards.
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PIPEDA and Your Practice: A Privacy Handbook for Lawyers 
http://www.priv.gc.ca/information/pub/gd_phl_201106_e.asp 

Speech: Privacy as a Selling Point: An Ethical Framework for Marketing in the Digital 
World - February 28, 2013 
http://www.priv.gc.ca/media/sp-d/2013/sp-d_20130228_cb_e.asp 
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THREATS

• Criminals & wrongdoers

• “Lawful access” by governmental agencies

• Non-compliance with professional obligations
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David Whelan - Quick Technology Confidentiality Audit for Lawyers 
http://ofaolain.com/blog/2013/12/22/quick-technology-confidentiality-audit-for-lawyers 

David Whelan - Confidentiality in Law Practice 
http://ofaolain.com/blog/2012/12/15/confidentiality-in-law-practice 

Lawyers’ Insurance Association of Nova Scotia, “Data Security” 
http://www.lians.ca/resources/risk-and-practice-management/practice-management/data-security 

Other Sources of Privacy Information 
http://www.priv.gc.ca/resource/links-liens/02_03_07_e.asp 

Threats: criminals & wrongdoers
• Criminals
• Exploit personal information for financial gain
• Spamming, 419 scams, identity theft, other fraud

• Your clients’ competitors or rivals
• Those who will do anything to gain an advantage
• Consequences from embarrassment to significant losses

• Disgruntled employees
• Or just foolhardy ones…

• Corporate espionage
• Orchestrated attacks against major firms
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Fact Sheet: Recognizing Threats to Personal Data: Four Ways That Personal Information 
Gets Hijacked Online (March 2007) 
http://www.priv.gc.ca/resource/fs-fi/id/phishing_e.asp 

Scams and Fraud - Royal Canadian Mounted Police 
http://www.rcmp-grc.gc.ca/scams-fraudes/index-eng.htm 

Canadian companies lose billions a year to spies - CBC News 
http://www.cbc.ca/news/canada/ottawa/story/2011/11/29/ottawa-spy-conference.html 

Online Spying | OpenMedia.ca 
http://openmedia.ca/topics/online-spying 

Threats: “lawful access” by gov’t
• Government agencies requesting information
• Generally: lawyer is in the clear because it is “lawful”

• Level of concern depends on your type of practice
• e.g. more serious in criminal defense with international element
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Michael Geist, “Everything You Always Wanted to Know About Lawful Access, But Were 
(Understandably) Afraid To Ask” February 13, 2012 
http://www.michaelgeist.ca/2012/02/lawful-access-faq 

Bill C-13: Lawful Access and the Relationship Between Organizations, Cyber-bullying and 
the Protection of Privacy Rights | snIP/Its [sic] 
http://www.canadiantechlawblog.com/2015/02/25/bill-c-13-lawful-access-and-the-relationship-between-
organizations 
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Threats: non-compliance
• Clients (or others) upset by leaks or perceived risks thereof

• Easy to complain to the Privacy Commissioner

• PCC findings of non-compliance with privacy legislation are 
public; could be very harmful to reputation

• Alternatively: it’s a principled matter
• There doesn’t need to be a threat for privacy to be important
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How to File a Privacy Complaint 
http://www.priv.gc.ca/complaint-plainte/index_e.asp 

Guide to Complaint Process 
http://www.priv.gc.ca/complaint-plainte/guide_e.asp 

Fact Sheet: Ten tips for avoiding complaints to the OPC 
http://www.priv.gc.ca/resource/fs-fi/02_05_d_55_tips_e.asp 

PIPEDA Compliance Framework - Legal Corner 
http://www.priv.gc.ca/leg_c/framework_e.asp 

Commissioner's Findings 
http://www.priv.gc.ca/cf-dc/index_e.asp 

Right to privacy – Wikipedia 
https://en.wikipedia.org/wiki/Right_to_privacy#A_collective_value_and_a_human_right 

STANDARDS

• Professional standards

• Privacy legislation

• PIPEDA
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The following document from the CBA is an especially useful guide to securing 
your computer systems. It covers much of the content in this presentation, 
plus a bit more. I highly recommend you spend some time reviewing it: 

“Practising Ethically with Technology,” CBA Ethics and Professional Responsibility 
Committee, August 2014 
http://www.cba.org/cba/activities/pdf/guidelines-eng.pdf 

 

Professional Standards
• NSBS Code of Professional Conduct
• 3.1 Competence
• 3.3 Confidentiality
• 6.1-1 Direct Supervision Required
• 6.1-5 Electronic Registration of Documents

• CBA Code of Professional Conduct
• II.4. “…the lawyer should…develop and maintain a facility with 

advances in technology in areas in which the lawyer practices to 
maintain a level of competence that meets the standard reasonably 
expected of lawyers in similar practice circumstances.”
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FLSC – Model Code of Professional Conduct, as amended October 2014 
http://www.flsc.ca/en/model-code-of-professional-conduct 

CBA – Code of Professional Conduct 
http://www.cba.org/cba/activities/code 

LSUC – Technology Practice Management Guideline 
(See: 5.7 Confidentiality, 5.10 Security Measures) 
http://www.lsuc.on.ca/with.aspx?id=2147491197 

LIANS – Law Office Management Standards 
http://www.lians.ca/standards/law-office-management-standards 

NSBS – “Ethics and new technology” (May 25, 2001) 
http://nsbs.org/sites/default/files/ftp/tech_ethics_guidelines.pdf 
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Privacy Legislation: Public Sector
• Federal
• Privacy Act (1983)
• Access to Information Act (1985)
• Freedom of Information Act (1996)

• Provincial (Nova Scotia)
• Freedom of Information and Protection of Privacy Act (FOIPOP)
• Personal Information International Disclosure Protection Act (PIIDPA)

• Public sector-only limitations on cloud computing
• NS, BC, AB
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Federal Privacy Act 
http://laws-lois.justice.gc.ca/eng/acts/P-21/ 

Fact Sheet: Privacy Act 
http://www.priv.gc.ca/resource/fs-fi/02_05_d_11_01_e.asp 

Department of Justice Access to Information and Privacy Office 
http://justice.gc.ca/eng/trans/atip-aiprp/ 

Nova Scotia Freedom of Information and Protection of Privacy Act 
http://nslegislature.ca/legc/statutes/freedom.htm 

Nova Scotia FOIPOP Review Office 
http://foipop.ns.ca 

Information Access & Privacy (FOIPOP) | novascotia.ca 
http://novascotia.ca/just/IAP 

Nova Scotia Personal Information International Disclosure Protection Act 
http://nslegislature.ca/legc/statutes/persinfo.htm 

PIIDPA FAQ 
http://novascotia.ca/just/IAP/PIIDPAquest.asp 

Privacy Legislation: Private Sector
• Personal Information Protection and Electronic Documents Act

(PIPEDA)

• Applies to those engaging in “commercial activity” and 
handling “personal information”

• …except in provinces that have enacted “substantially similar 
legislation”
• Presently: AB, BC, QC
• Health care sector only: ON, NB, NL
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Personal Information Protection and Electronic Documents Act 
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/ 

PIPEDA Backgrounder 
http://www.priv.gc.ca/leg_c/legislation/02_06_07_e.asp 

Privacy Commissioner: Legal information related to PIPEDA 
http://www.priv.gc.ca/leg_c/leg_c_p_e.asp 

Information for Private Sector Organizations 
http://www.priv.gc.ca/resource/topic-sujet/ipso-rosp/index_e.asp 

Interpretation bulletins: 
“Commercial Activity” http://www.priv.gc.ca/leg_c/interpretations_03_ca_e.asp 
“Personal Information” http://www.priv.gc.ca/leg_c/interpretations_02_e.asp 
“Substantially Similar Legislation” http://www.priv.gc.ca/leg_c/legislation/ss_index_e.asp 

PIPEDA and law firms:
• “The failure of lawyers to take measures to protect personal 

information in their possession may justify a higher award 
than that which would be imposed on others who are less 
informed about such matters.”
• Girao v Zarek Taylor Grossman Hanrahan LLP, 2011 FC 1070, at para 53.
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Girao v Zarek Taylor Grossman Hanrahan LLP, 2011 FC 1070 
http://canlii.ca/t/fn55j 

Office of the Privacy Commissioner - Mandate and Mission 
http://www.priv.gc.ca/au-ans/mm_e.asp 

PIPEDA Review - Parliamentary Activities 
http://www.priv.gc.ca/parl/pipeda_r_e.asp 

Fact Sheet: Parts 2 to 5 of PIPEDA 
http://www.priv.gc.ca/resource/fs-fi/02_05_d_38_e.asp 
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PIPEDA: Fair Information Principles

1. Accountability

2. Identifying Purposes

3. Consent

4. Limiting Collection

5. Limiting Use,
Disclosure, and
Retention

6. Accuracy

7. Safeguards

8. Openness

9. Individual Access

10. Challenging
Compliance
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PIPEDA Schedule 1: Principles Set Out in the National Standard of Canada Entitled Model 
Code for the Protection of Personal Information 
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/page-20.html#h-25 

Summary of the Privacy Principles 
http://www.priv.gc.ca/leg_c/p_principle_e.asp 

PIPEDAPrinciple 1: Accountability

• “An organization is responsible for 
personal information under its 
control and shall designate an 
individual or individuals who are 
accountable for the organization's 
compliance with the following 
principles.”

• Every organization needs a 
Privacy Officer.

Source: priv.gc.ca
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Accountability - PrivacySense.net 
http://www.privacysense.net/10-privacy-principles-of-pipeda-accountability 

Interpretation bulletin from the Privacy Commissioner of Canada 
The Meaning of  “Accountability” 
http://www.priv.gc.ca/leg_c/interpretations_02_acc_e.asp 

Getting Accountability Right with a Privacy Management Program - April 2012 
http://www.priv.gc.ca/information/guide/2012/gl_acc_201204_e.asp 

Build a Privacy Plan for Your Business 
http://www.priv.gc.ca/resource/tool-outil/english/ 

Key Steps for Organizations in Responding to Privacy Breaches 
http://www.priv.gc.ca/information/guide/2007/gl_070801_02_e.asp 

Privacy Breach Checklist 
http://www.priv.gc.ca/information/guide/2007/gl_070801_checklist_e.asp 

PIPEDAPrinciple 1: Accountability
• “Organizations shall implement policies and practices to give 

effect to the principles, including:
• (a) implementing procedures to protect personal information ;
• (b) establishing procedures to receive and respond to complaints

and inquiries;
• (c) training staff and communicating to staff information about the 

organization’s policies and practices; and
• (d) developing information to explain the organization’s policies and 

procedures.”
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“The notion of accountability means that an organization does more than merely comply 
with legal requirements. It has to take responsibility for the personal information that 
customers and clients entrust to its care. It has to demonstrate that privacy considerations 
are built into business decisions and that people’s privacy rights are being respected.” 
[emphasis in original] 

– Jennifer Stoddart, Privacy Commissioner of Canada (November 4, 2013) 
https://www.priv.gc.ca/media/sp-d/2013/sp-d_20131104_e.asp 
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PIPEDAPrinciple 7: Safeguards
• “Personal information shall be protected by security 

safeguards appropriate to the sensitivity of the 
information.”

• “The security safeguards shall protect personal information 
against:
• Loss or theft, as well as
• Unauthorized access, disclosure, copying, use, or modification.”

• “Organizations shall protect personal information regardless 
of the format in which it is held.”
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Safeguards - PrivacySense.net 
http://www.privacysense.net/10-privacy-principles-of-pipeda-safeguards/ 

Frequently Asked Questions - Digital Policy Branch 
https://www.ic.gc.ca/eic/site/ecic-ceac.nsf/eng/gv00466.html 

PIPEDAPrinciple 7: Safeguards
• “The methods of protection should include:
• (a) physical measures, for example, locked filing cabinets and 

restricted access to offices;
• (b) organizational measures, for example, security clearances and 

limiting access on a “need-to-know” basis; and
• (c) technological measures, for example, the use of passwords and 

encryption.”
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The Office of the Privacy Commissioner of Canada created a self-assessment 
tool, linked below, which is a very useful resource for identifying the specific 
types of safeguarding practices that should be implemented. 

Securing Personal Information: A Self-Assessment Tool for Organizations 
http://www.priv.gc.ca/resource/tool-outil/security-securite/english/AssessRisks.asp?x=1 

SAFEGUARDS

• Practices and technologies to adopt

• How to use them best

• Spotting vulnerabilities
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“Rather than judging organizations solely on the basis of incidents, we want to 
emphasize the importance of being responsive, and of identifying and mitigating risks to 
avoid incidents in the first place and, when incidents do occur, being prepared to 
responding diligently to minimize potential harm.” 

– Daniel Therrien, Privacy Commissioner of Canada (December 8, 2014) 
https://www.priv.gc.ca/media/sp-d/2014/sp-d_20141208_e.asp 
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Is the cloud secure?
• If you’re smart about the use of strong passwords and access 

policies on your end, and you choose reputable service 
providers, then…

• …data stored in the cloud (even on US-based servers) is 
significantly more secure than the data on your own 
computers.
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Fact Sheet: Introduction to Cloud Computing 
http://www.priv.gc.ca/resource/fs-fi/02_05_d_51_cc_e.asp 

Cloud Computing for Small and Medium-sized Enterprises: Privacy Responsibilities and 
Considerations 
http://www.priv.gc.ca/information/pub/gd_cc_201206_e.asp 

Safe and Ethical Cloud Computing for Lawyers 
http://ofaolain.com/blog/2014/10/23/safe-and-ethical-cloud-computing-for-lawyers/ 

Canadian Cloud Law Blog: Cloud Computing and Privacy FAQ 
http://www.cloudlawyer.ca/2011/04/cloud-computing-and-privacy-faq.html 

 

Provide a “comparable level of protection”

• PIPEDA: “An organization is responsible for personal information in its possession 
or custody, including information that has been transferred to a third party for 
processing. The organization shall use contractual or other means to provide a 
comparable level of protection while the information is being processed by a 
third party.”

• Choose an established, reputable provider

• Understand the “Terms of Service” agreement
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David Whelan - Step by Step Cloud Computing for Lawyers 
http://ofaolain.com/blog/2013/05/24/step-by-step-cloud-computing-for-lawyers 

Guidelines for Processing Personal Data Across Borders 
http://www.priv.gc.ca/information/guide/2009/gl_dab_090127_e.asp 

Personal Information Transferred Across Borders 
http://www.priv.gc.ca/resource/topic-sujet/pitab-ctrp/index_e.asp 

“How to secure your laptop before crossing the border,” CBA PracticeLink, Luigi Benetton 
http://www.cba.org/cba/practicelink/tayp/laptopborder.aspx 

 

Creating passwords
• Never use something guessable
• No kids’ names, birthdays, anniversaries, etc.

• Try the XKCD method: length before complexity
• Forget “combination of uppercase and lowercase letters, numbers, and 

a symbol”
• Use any four random words
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“Passwords are like underwear. You shouldn’t leave them out where people can see 
them. You should change them regularly. And you shouldn’t loan them out to strangers.” 

– Unattributed 

 
Choose (and remember) great passwords 
http://lifehacker.com/184773/geek-to-live--choose-and-remember-great-passwords 
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Source: xkcd.com

 

xkcd: Password Strength 
https://xkcd.com/936/ 

Explain XKCD – 936: Password Strength 
http://www.explainxkcd.com/wiki/index.php?title=936:_Password_Strength 

In a recent interview with comedian John Oliver, Edward Snowden discussed 
the importance of passwords being long rather than just complex. Wired 
responds in the article linked below, stressing that one must choose random 
words when composing passphrases. 

Snowden's 'Sexy Margaret Thatcher' Password Isn't So Secure | WIRED 
http://www.wired.com/2015/04/snowden-sexy-margaret-thatcher-password-isnt-so-sexy/ 

Create and enforce a password policy
• All passwords at your organization must be:
• Known only to the authorized user of the account
• No less than eight characters in length (ideally 12+ chars)
• Changed regularly (every two months at least)
• Unique, i.e. use a different password for each service

• Store all passwords securely
• Never save passwords in your web browser
• No passwords on sticky notes on your monitor
• Don’t write them in your address book (under “P” for passwords)
• Ideally, use a password storage app
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Password policy – Wikipedia 
http://en.wikipedia.org/wiki/Password_policy 

Best Practices for Enforcing Password Policies 
http://technet.microsoft.com/en-us/magazine/ff741764.aspx 

Password Management Best Practices 
http://hitachi-id.com/password-manager/docs/password-management-best-practices.html 

10 security mistakes that are easy to avoid | TechRepublic 
http://www.techrepublic.com/blog/10things/10-security-mistakes-that-are-easy-to-avoid/2968 

Establishing and implementing an IT security policy 
http://www.priv.gc.ca/resource/sbw/2011/cs_05_e.asp 

• Mobile	  apps	  
free

• Win	  orMac	  
$50

• Win	  andMac
$70

✓

✓

✗

✓

✓

✗

Platforms

www

Pricing

Use password management software
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AgileBits – 1Password 
https://agilebits.com/onepassword 

1Password 5 review 
http://www.macworld.com/article/2839274/review-1password-5-for-mac-offers-state-of-the-art-
protection-for-your-passwords-and-more.html 

Lifehacker – Five Best Password Managers 
http://lifehacker.com/5529133/five-best-password-managers 

 

This slide was taken from my presentation on mobile apps for 
lawyers, delivered at the 2015 CBA NS Mid-Winter Conference. 
Download the materials to learn about more apps:  
www.edmondslegal.com/cpd 
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More	  password	  mgmt software	  options

KeePass: free, multi-platform, open source

$12/yr for “Premium,” to sync with mobile apps.
BlackBerry version available.

$40/yr to unlock main features, including 
web interface to view passwords.
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KeePass 
http://keepass.info 

KeePass review 
http://www.pcworld.com/article/2026547/review-keepass-makes-strong-passwords-and-keeps-them-
safe.html 

Dashlane 
https://www.dashlane.com 

Dashlane review 
http://www.pcmag.com/article2/0,2817,2461280,00.asp 

LastPass 
https://lastpass.com 

LastPass review 
http://www.asecurelife.com/lastpass-review 

Use two-factor authentication
• Access to your account requires “something you know” (your password) 

plus “something you have” (your phone)

• In other words: even if your password is discovered, your account (email, 
etc.) remains safe

• In practice, to log in:
• Type in your password
• Get a message on your phone, with a second code
• Enter that code
• Get access

• You can keep single-use codes written 
down in your wallet in case your phone dies
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Two-factor authentication – Wikipedia 
http://en.wikipedia.org/wiki/Two-step_verification 

Everywhere You Should Enable Two-Factor Authentication Right Now 
http://lifehacker.com/5938565/heres-everywhere-you-should-enable-two-factor-authentication-right-now 

Two-factor authentication: What you need to know (FAQ) – CNET 
http://www.cnet.com/news/two-factor-authentication-what-you-need-to-know-faq 

SSL is mandatory for private info on the web

• SSL stands for Secure Socket Layer connection

• Look in your web browser address bar for:
• “https://…”
• Padlock icon

• If it’s not an SSL connection, then assume you’re sending 
a postcard across the Internet
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What Is SSL (Secure Sockets Layer)? | DigiCert.com 
https://www.digicert.com/ssl.htm 

SSL Certificate Installation Tutorial - Step By Step Instructions 
https://www.digicert.com/ssl-certificate-installation.htm 

What is SSL? SSL Certificate Basics 
https://www.sslshopper.com/what-is-ssl.html 

How to obtain and install an SSL/TLS certificate, for free | Ars Technica 
http://arstechnica.com/security/2009/12/how-to-get-set-with-a-secure-sertificate-for-free/ 
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Encryption is mandatory on wi-fi
• On your own wi-fi:
• Ideally, use WPA2-Enterprise at work (requires setup by skilled person)
• Otherwise, at least use WPA2-PSK encryption (with good passwords)
• Never use WPS “one-click setup” feature (it’s not secure)

• On public wi-fi:
• Must use a VPN (Virtual Private Network) connection to be secure
• VPN scrambles all your data as soon as it leaves your device
• Without VPN, anyone in the coffee shop can “sniff” your data
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Taking steps to secure your Wifi network 
http://www.priv.gc.ca/resource/sbw/2011/cs_01_e.asp 

How to Secure Your Wireless Network | PCWorld 
http://www.pcworld.com/article/130330/article.html 

Security Watch: A guide to Wireless Security 
http://technet.microsoft.com/en-us/magazine/2005.11.securitywatch.aspx 

How VPNs Work - HowStuffWorks 
http://computer.howstuffworks.com/vpn.htm 

Introduction to VPN Hardware and Technology 
http://compnetworking.about.com/od/vpn/a/vpn_tutorial.htm 

Anonymous VPN Service From The Leaders | Private Internet Access 
https://www.privateinternetaccess.com 

Be careful with USB drives
• Try clipping them on your keychain; 

you’re less likely to misplace your keys.

• Use encryption software.

• When using USB drives to move data 
from one computer to another, erase 
the USB drive when you’re done.

• Cloud storage may be the safer option.

Source: priv.gc.ca
LaCie PetiteKey
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USB thumb drive security best practices spelled out by NIST 
http://searchsecurity.techtarget.com/USB-thumb-drive-security-best-practices-spelled-out-by-NIST 

How to Encrypt a USB Flash Drive - Computers - Antivirus / Security / Privacy 
http://www.tomsguide.com/faq/id-2318737/encrypt-usb-flash-drive.html 

Fact Sheet: Privacy on the Go: 10 Workplace Tips for Protecting Personal Information on 
Mobile Devices (January 2011) 
http://www.priv.gc.ca/resource/fs-fi/02_05_d_46_dpd_e.asp 

Suggested products: 

Kingston DataTraveler SE9 G2 3.0 
http://www.kingston.com/en/usb/personal_business#dtse9g2 

LaCie PetiteKey 
https://www.lacie.com/ca/products/product.htm?id=10611 

Encrypt the data on your devices
• Encrypt your entire hard drives, especially on laptops
• Require password to boot
• Set to auto-lock if left unattended (for ~5-10 mins)

• Remember to encrypt all backup copies, too

• Always have a passcode lock on mobile devices

• Set up remote wipe and “self-destruct” functionality

• Diligently wipe data before throwing a device in the trash
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Tom’s Guide – Encryption: What It Is, and How It Works for You 
http://www.tomsguide.com/us/-encryption-definition-sndmp,news-17507.html 

A Guide to Windows 7 Security | PCWorld 
http://www.pcworld.com/article/171979/windows_7_security.html 

Encryption for Macs 
http://irtsecurity.stanford.edu/protecting/EncryptionforMacs.html 

TrueCrypt Is Dead: 4 Disk Encryption Alternatives For Windows 
http://www.makeuseof.com/tag/truecrypt-dead-4-disk-encryption-alternatives-windows/ 

10 things you should do to securely dispose of computers 
http://www.techrepublic.com/blog/10things/10-things-you-should-do-to-securely-dispose-of- computers 
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Email is not always secure
• When sending to multiple recipients, consider using the BCC 

field (hides the recipients’ addresses from each other)

• Avoid sending sensitive information via email
• Maybe your email account is secure, but what about the recipient’s?
• Talk to your clients about this
• Alternative: use a “client portal” service
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Benefits of BCC | US-CERT 
https://www.us-cert.gov/ncas/tips/ST04-008 

 

The following article is a sponsored promo of MyCase, but it nicely describes 
the value of a client portal. I highly recommend (Canadian-made) Clio. 

Client Portals: The Solution To The Email Security Problem - Law Technology Today 
http://www.lawtechnologytoday.org/2014/12/client-portals-email-security 

 
Clio | Law Practice & Legal Case Management Software for Law Firms  
http://www.goclio.com 

MyCase | Case Management Software 
http://www.mycase.com 

Regularly update your software
• There’s a constant back-and-forth battle between hackers 

who find holes and developers who patch them.

• Important software to update
• Operating system
• Web browsers
• Productivity applications / office suites
• Anything that connects to the Internet
• Update mobile software too!

• Use anti-virus and anti-malware software
• Run scans and update your virus definitions regularly

• Use firewalls
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Making regular password and software updates 
http://www.priv.gc.ca/resource/sbw/2011/cs_02_e.asp 

Windows XP support has ended - Microsoft Windows 
http://windows.microsoft.com/en-CA/windows/end-support-help 

When Windows XP support ends, this is how you secure your PC and save all updates 
http://www.expertreviews.co.uk/software/1304965/when-windows-xp-support-ends-this-is-how-you-
secure-your-pc-and-save-all-update 

First Windows XP now Exchange 2003: What happens when the clock stops on support? | 
ZDNet 
http://www.zdnet.com/article/first-windows-xp-now-exchange-2003-what-happens-when-the-clock-stops-
on-support 

Beware of spear phishing
• Phishing: attempt to trick someone into revealing sensitive 

information by masquerading as a trustworthy entity in an 
electronic communication.

• Spear phishing: when the attempt is directed at specific 
individuals or companies, usually using information about the 
target to increase the probability of success.

• Lawyers may be at particular risk of spear phishing by 
unscrupulous adverse parties.
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Canadian Press - Phishing Scam Ensnares Almost 2,000 Justice Department Staff 
http://www.huffingtonpost.ca/2014/06/22/mock-email-scam-justice-department_n_5519549.html 

Techworld – 91% of cyberattacks begin with spear phishing email 
http://news.techworld.com/security/3413574/91-of-cyberattacks-begin-with-spear-phishing-email 

Spear Phishing Hooked Businesses Big and Small in 2013: Symantec Report 
http://www.securityweek.com/spear-phishing-hooked-businesses-big-and-small-2013-symantec-report 

Spear Phishing: Identity Theft’s New Black 
http://idtheft.about.com/od/theftmethods/a/Spear_Phishing.htm 

HTG Explains: What Spear Phishing Attacks Are and Why They’re Taking Down Big 
Corporations 
http://www.howtogeek.com/142635/htg-explains-what-spear-phishing-attacks-are-and-why-theyre-
taking-down-big-corporations 
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Key tips to spot spear phishing attacks
• Legit companies never request personal information via email. If in 

doubt, call them, but look up the number separately, as a phone 
number included in the email may be part of the scam.

• Don’t follow links in the email; enter the address manually in your 
web browser.

• Usually the sender’s “reply to” address will display at the top of the 
email, but that doesn’t mean that’s where the email came from. 
Anyone can set any “reply to” address they like.

• Use an email client that will spot phishing attempts and warn you.

• Do “penetration testing” inside your own organization to see who 
can spot the signs.
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Spear Phishing 101 - Who Is Sending You Those Scam Emails And Why? 
http://www.forbes.com/sites/ericbasu/2013/10/07/spear-phishing-101-who-is-sending-you-those-scam-
emails-and-why 

11 tips to stop spear-phishing | CSO Online 
http://www.csoonline.com/article/2132618/social-engineering/11-tips-to-stop-spear-phishing.html 

How to Identify a Spear Phish - OpenDNS Blog 
https://blog.opendns.com/2011/04/13/how-to-identify-a-spear-phish 

"How to Spot a Phish" Infographic - PhishMe 
http://phishme.com/spot-phish-infographic 

How to Protect Your Business from Spear Phishing Attacks 
http://blog.hotspotshield.com/2014/01/17/follow-6-tips-protect-business-spear-phishing-attacks 

Try a basic self-test for spotting generic (not spear) phishing emails: 

Operation Spearphish 
http://www.websense.com/content/operation-spearphish-2013.aspx 

Set access policies for staff
• Limit the access privileges of each user to what is necessary

• Enforce policies on copying info; check logs

• But don’t restrict excessively or 
without explanation, or employees 
will try to circumvent restrictions 
just to get their work done

Source: dilbert.com
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Ten things HR professionals need to know about privacy 
http://www.priv.gc.ca/resource/fs-fi/02_05_d_53_hr_e.asp 

Data Leakage Worldwide: The Effectiveness of Security Policies 
http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/data-loss-
prevention/white_paper_c11-503131.html 

The Beginner's Guide to BYOD - Innovation Insights 
http://insights.wired.com/profiles/blogs/the-beginners-guide-to-bring-your-own-device-byod 

“If an employee invades someone's privacy while using corporate information or 
equipment for purposes unrelated to work, who is responsible?…One way or another, in 
a world where the consequences of human nature are magnified by unprecedented 
technological power, professionalizing everyone who has access to personal information 
is now more essential than ever.” 

– Jennifer Stoddart, Privacy Commissioner of Canada (November 16, 2012) 
https://www.priv.gc.ca/media/sp-d/2012/sp-d_20121116_e.asp 

If you’re stumped, just Google it!
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How to Use Google Search More Effectively [INFOGRAPHIC] 
http://mashable.com/2011/11/24/google-search-infographic 

About.com's Guide to Advanced Google Search 
http://websearch.about.com/od/Google-Advanced-Search 

How to solve the 10 most common tech support problems yourself | PCWorld 
http://www.pcworld.com/article/2047667/how-to-solve-the-10-most-common-tech-support-problems-
yourself.html 

Google for Lawyers: Essential Search Tips and Productivity Tools: Carole A. Levitt, Mark E. 
Rosch: 9781604428223: Books - Amazon.ca 
http://www.amazon.ca/Google-Lawyers-Essential-Search-Productivity/dp/1604428228 

Comic source: Chuck & Beans | Shoebox 
http://www.shoeboxblog.com/?p=15314 
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In conclusion:
• Lawyers are professionally obligated to keep up with 

technological changes in order to protect client information;

• But don’t worry…

• It’s both an individual and a team effort,

• Implementing safeguards is becoming easier than ever,

• There’s lots of reference material out there to help, and

• Your clients will thank you for it.
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Bonus bit: if you’re sending out email newsletters to your clients, make sure to 
comply with the new anti-spam legislation. See the following resources: 

Gov’t of Canada – Canada's Anti-Spam Legislation 
http://fightspam.gc.ca 

CRTC – Canada's Anti-Spam Legislation 
http://www.crtc.gc.ca/eng/casl-lcap.htm 

Canadian Chamber of Commerce – Canada’s Anti-Spam Legislation 
http://www.chamber.ca/resources/casl 

CBA – What's it all about? How anti-spam legislation can affect your firm 
http://www.cba.org/CBA/PracticeLink/03-12-SS/05.aspx 

Get ready for Canada’s Anti-Spam Law – Blakes 
http://www.blakes.com/english/resources/pages/blakes-anti-spam.aspx 

Full citation of the statute (you’ll see why they just say “CASL”): 

An Act to promote the efficiency and adaptability of the Canadian economy by regulating 
certain activities that discourage reliance on electronic means of carrying out commercial 
activities, and to amend the Canadian Radio-television and Telecommunications 
Commission Act, the Competition Act, the Personal Information Protection and Electronic 
Documents Act and the Telecommunications Act, SC 2010, c 23 
http://laws-lois.justice.gc.ca/eng/acts/E-1.6/FullText.html 

PRIVACY AND DATA SECURITY:
WHAT ALL LAWYERS NEED TO KNOW

Matt Edmonds
Edmonds Legal Solutions

Presented to the Bedford Sackville St. Margaret’s Bay Lawyers County Bar
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Edmonds Legal Solutions offers specialized IT consulting 
services for legal professionals. We make technology work for 
your practice. For more information, visit us at 
www.edmondslegal.com or email matt@edmondslegal.com for 
a free initial consultation. 

These materials are available for download at: 
www.edmondslegal.com/cpd 

 

 


